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Introduction
After a performance monitoring system discovers the network items on the 
SD-WAN network, it monitors the environment in regular intervals, gathering 
performance data critical to ensuring an optimal end-user experience. 

Monitoring SD-WAN is accomplished using REST API calls to collect data from 
the SD-WAN controller. Discovery and performance data comes from the SD-
WAN controller, and after the initial discovery, SNMP polling and traffic flow 
records are collected.

In this white paper, the DX NetOps platform is used to monitor and ensure 
the SD-WAN environment continuously deliver the quality and performance 
required to achieve the level of service the organization demands. DX NetOps 
Portal is used to view the performance of sites, tunnels, and applications, and to 
verify jitter, packet loss, and latency are all within the acceptable SLA limits.

High-Level Visibility into the SD-WAN Network
When monitoring the performance of SD-WAN, it is critical to have visibility into 
the health of the sites, tunnels, devices, and their interfaces as they relate to the 
thresholds for jitter, latency, and packet loss as defined in the SLAs.

Start by looking at the aggregate health of the entire SD-WAN network. The SD-
WAN Tunnel Statistics dashboard, located under the Performance > SD-WAN 
Reporting menu, contains several views with critical SD-WAN performance data.
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This SD-WAN Tunnel (Card) view displays high-level aggregate information 
about the health of the SD-WAN sites and tunnels. This view provides an at-
a-glance view of the health of the entire SD-WAN network. The health of all 
the sites and tunnels is organized by status:

•	 Green/Normal: Expected performance—acceptable end user experience

•	 Yellow/Minor: Informational—end user performance would not be 
impacted

•	 Orange/Major: Remediation required—end user performance may be 
impacted

•	 Red/Critical: Immediate remediation required—end user performance 
will be impacted

Each status displays the number of sites or tunnels, and the statuses are 
based are an aggregate of the jitter, latency, and packet loss performance.

In order for the statuses to correctly reflect the performance thresholds, the 
default threshold criteria for the statues is updated with the threshold criteria 
defined by the organization for the SD-WAN network.

The view also provides quick access to the sites and tunnels in each status. 
Clicking on a performance status expands a table listing all the sites or 
tunnels in that status, with links to the context page for each site or tunnel. 
Where the performance of the individual site or tunnel can be explored in 
detail.

NOTE: Regarding Major/Orange and Critical/Red statues—SD-WAN can 
create a noisy performance monitoring environment. The performance 
statuses do not necessarily mean something has gone wrong, but are 
indicators that something should be investigated. This is especially true 
for a Critical/Red status. Critical/Red means there may not be an outage 
happening yet, but this should be investigated immediately to avoid an 
outage that will most likely happen soon.

CRITICAL PERFORMANCE 
STATUSES DO NOT 
NECESSARILY MEAN 
SOMETHING HAS GONE 
WRONG, BUT ARE 
INDICATORS THAT 
SOMETHING SHOULD BE 
INVESTIGATED
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Topology View of the SD-WAN Network
It is crucial to understand the visual topology of where SD-WAN sites are 
located, the connections between the sites, and the performance of the sites.

The Geo Map (Tunnels) view on the SD-WAN Tunnel Statistics dashboard 
provides a world map with all the SD-WAN sites and the tunnels connecting 
the sites displayed on the map. A topology view of the SD-WAN network 
helps users quickly identify sites and tunnels that require attention.

The site locations are collected from the SD-WAN controller based on the 
configured latitude and longitude. The map displays the sites using the same 
performance status color coding as the SD-WAN Tunnel (Card) view.

Hover over a site to display a pop-up window with average performance data 
for jitter, latency, and packet loss.

Click a site to display all the site tunnels. Each tunnel is color-coded based on 
the performance of the tunnel.

Hovering over a tunnel also displays the average performance for the tunnel.

IT IS CRUCIAL TO 
UNDERSTAND THE VISUAL 
TOPOLOGY SD-WAN 
SITES, THE CONNECTIONS 
BETWEEN THE SITES, AND 
THE PERFORMANCE OF 
THE SITES
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QUICK INSIGHT INTO 
SITE AND TUNNEL 
PERFORMANCE 
DURING SPECIFIC TIME 
FRAMES IS CRITICAL 
TO PERFORMANCE 
MONITORING

Site and Tunnel Performance during Specific Time 
Frames
Quick insight into site and tunnel performance during specific time frames 
is critical to performance monitoring. Viewing performance data based on 
specific time frames helps understand when a performance issue may be 
happening, and identify what is happening during these time ranges.

On the SD-WAN Tunnel Statistics dashboard, the SD-WAN Tunnel 
(Scorecard) and the SD-WAN Tunnel (Time Bar) views both provide insight 
into SD-WAN performance during a specific time frame.

The time frame is defined by the time range selected at the top of the 
dashboard. Adjust this range as needed to adjust the views so they display 
data from the problematic time frames.

For the time range, it is a best practice to view the last 12 to 24 hours of 
SD-WAN performance data. This is because the SD-WAN controllers must 
process the performance data before the monitoring system can collect the 
data, and the time it takes the controller to process the data can be lengthy. 
For example, setting the time range to the last hour may result in no data to 
display because the controller has taken over an hour to process the data, so 
there is no data for the monitoring system to collect yet.

The SD-WAN Tunnel (Time Bar) view lists the SD-WAN tunnels, with the 
worst-performing tunnels at the top of the table.
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The Health Indicator column displays the performance of the site or 
tunnel over the duration specified by the time range defined at the top 
of the dashboard. The time bar is divided into blocks of time where the 
performance for each block is displayed. This provides a visual representation 
of the performance of the item during each block of time, creating a visual 
performance story not only for the entire duration, but for each block of 
time within that duration. This is helpful for seeing when issues start, and 
fluctuations that happen during the time frame.

The view also provides details for packet loss, jitter, and latency for each 
path. These details are displayed in the Health Indicator column by clicking 
the arrow next to the time bar to expand the path to display the performance 
status for packet loss, jitter, and latency.

The SD-WAN Tunnel (Scorecard) view displays an aggregate performance 
score for the time range using the same color-coding criteria as the SD-WAN 
Tunnel (Card) view for each site and each site tunnel.

The table also displays columns for the tunnel Source Device, Source 
Interface, and Destination Device, and Destination Interface. Each of these 
items are linked to their context pages where performance details for the 
items can be explored.

The SD-WAN Tunnel (Scorecard) view displays an aggregate performance 
score for the time range using the same color-coding criteria as the SD-WAN 
Tunnel (Card) view for each site and each site tunnel.

Use this view to quickly gauge the health of the site or tunnel and the 
performance for each key indicator. The view provides an overall or 
aggregate site and tunnel health indicator score, as well as rows with site and 
tunnel aggregate health indicator and individual tunnel scores for packet loss, 
jitter, and latency.

USE THIS VIEW TO 
QUICKLY GAUGE THE 
HEALTH OF THE SITE 
OR TUNNEL AND THE 
PERFORMANCE FOR EACH 
KEY INDICATOR

 



SD-WAN End-to-End Visibility and Observability  |  WHITE PAPER  |  6

Columns for the Source Device, Source Interface, Destination Device, and 
Destination Interface can also be displayed by clicking the Column Settings 
icon in any column header and selecting the columns to display.  

In these views, items that are linked open the context page for the item 
where detailed performance information for that item can be explored in 
detail.
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Application Performance
SD-WAN monitoring helps administrators understand whether the SD-WAN 
is doing what it’s supposed to. SD-WAN policies are used to define what 
the SD-WAN is supposed to do, and optimize the performance and cost of 
application traffic. Therefore, it is essential to view the performance of SD-
WAN from an application perspective when compared to the application 
SLAs. 

It is also important to understand that it is not uncommon for a transport 
path to be unable to meet application demand.

The SD-WAN Application Statistics dashboard, located under the 
Performance > SD-WAN Reporting menu, provides performance data from 
the perspective of application delivery.

The SD-WAN Application Statistics dashboard provides an aggregate 
scorecard, topology view, time bar view, and other views to monitor and 
ensure SLA expectations are met.

 

SD-WAN MONITORING 
HELPS ADMINISTRATORS 
UNDERSTAND WHETHER 
THE SD-WAN IS DOING 
WHAT IT’S SUPPOSED TO 
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To view the application data, the dashboard uses a custom group to provide 
site-focused SD-WAN tunnel performance data based on SLA configurations 
in the SD-WAN controller for packet loss, latency, and jitter.

At the top of this dashboard is an SLA Classes view that displays the 
application class policy metrics configured in the SD-WAN controller and 
discovered by DX NetOps. 

In this example there are three SLAs:

•	 Best-Effort

•	 Business-Critical

•	 Video

The application SLAs are the foundation for configuring the SD-WAN 
application delivery performance thresholds for the views on the dashboard. 
However, the SLA thresholds are not automatically applied to the views when 
the SLAs are discovered by DX NetOps. In order for each view to accurately 
reflect performance statuses and other metrics, administrators define 
performance configurations for each view on the dashboard, and the SLAs 
are used as a baseline for configuring many of the views.

For example, looking at the data in the SD-WAN App Path (Scorecard) 
view in DX NetOps does not represent performance of the actual SLA class 
policies being managed by the SD-WAN controller.

This view identifies if the performance of a specific SD-WAN tunnel 
performance could accommodate the configured SLA class policy. 

DX NetOps currently reports this result as SD-WAN App Path, applying the 
SLA class policy configured by the administrator to the tunnel performance.
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For more information, visit our website at: www.broadcom.com

Conclusion
As organizations move to SD-WAN technologies, it grows more difficult—
and more critical—to track and manage network performance. To ensure 
network performance requirements are consistently addressed, teams 
need to establish effective coverage of both the underlay and the overlay 
components and metrics. 

Using a performance monitoring system, such as DX NetOps, teams can 
establish unified visibility of their environments so that they can more 
intelligently track and manage performance levels.

AS ORGANIZATIONS 
MOVE TO SD-WAN 
TECHNOLOGIES, 
IT GROWS MORE 
DIFFICULT—AND MORE 
CRITICAL—TO TRACK 
AND MANAGE NETWORK 
PERFORMANCE
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