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SD-WAN SLA Policy
Validation

Configure dashboards for continuous
validation

TABLE OF CONTENTS Introduction

One critigue of SD-WAN monitoring is that the environment must be
continually validated to ensure application performance is within the
acceptable ranges based on application SLAs.

Introduction

_ _ _ Ongoing validation is essential, as it often uncovers potential issues that
Continuous Validation require investigation.

Examp\e Scenario This white paper demonstrates how to use DX NetOps Portal to validate and
troubleshoot performance of SD-WAN tunnels for each application SLA.
Validate and Identify a

Performance Issue Continuous Validation

Issue Investigatiom ugmg The routine of validating SD-WAN performance, and particularly application
SLA performance, is accomplished through the various dashboards and

th_e SD-WAN App Path views provided by the performance monitoring system.
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. With the right configurations, validation at a high level can be accomplished
Investigate the Interface by viewing scorecards that aggregate performance information, or topology
on a Context Page views that display the health of the tunnels.
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ITIS EASY TO QUICKLY Looking at the scorecard, it is easy to quickly see the overall health of the
SEE THE OVERALL network and if there are any issues that need to be investigated.
HEALTH OF THE SD-WAN Tunnel (Card)
NETWORK AND IF 11 Items sites 180 |Tem/s_lunnels
THERE ARE ANY ISSUES r\gl Minor  Major  Critical &a Mormal I:‘I‘i;\jl Major g
THAT NEED TO BE
INVESTIGATED Sites or tunnels with the Major/Orange or Critical/Red status does not mean

the sites or tunnels are experiencing outages or severe degradation:

« A Major/Orange status can be treated like a flag that should be
investigated.

« A Critical/Red status typically means an outage has not necessarily
happened yet, but will most likely happen if the issue is not resolved
quickly.

Example Scenario

One of the benefits of SD-WAN is that the controller can detect when the
performance of an application tunnel is not meeting the demands of the
traffic, and the controller can reroute traffic to a different tunnel. However,
when traffic is rerouted, the alternate paths can be more expensive may not
be optimal for performance or cost efficiency.

In DX NetOps Portal, the SD-WAN Application Statistics dashboard can
quickly help operators identify application performance issues, and the time
frames when the issues are happening.
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To understand application validation using a real-world scenario, look at when
tunnel performance degrades and the controller switches the application
path to a different tunnel. Note that when the performance degraded, end
users complained that voice quality on video calls was intermittent.

Validate and Identify a Performance Issue

On the SD-WAN Application Statistics dashboard, the SD-WAN App Path
(Card) view quickly displays the health of the network and if there are
tunnels experiencing critical performance issues.
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WHEN A TUNNEL IS IN It is important to keep in mind that when a tunnel is in a critical status, it does
not necessarily mean an outage has happened. A critical status typically
A CRITICAL STATUS’ IT means that the tunnel is in a state that, if it is not investigated and the
DOES NOT NECESSARILY performance issue resolved quickly, an outage is very likely to occur.

MEAN AN OUTAGE HAS , L L .
Since the scorecard highlights that there are critical issues with tunnels that
HAPPENED need to be investigated, the next view to look at is the SD-WAN App Path
(Time Bar) view.

Issue Investigation using the SD-WAN App Path (Time Bar)

The SD-WAN App Path (Time Bar) view provides insight into the
performance of the SD-WAN application tunnels in the context of the
application SLAs.

SD-WAN App Path (Time Bar) R
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When troubleshooting application performance, note that each tunnel may
be transporting data covered by more than one SLA policy.

??fé
It is possible to validate the performance of each tunnel for each SLA; a row

is created for each tunnel and each SLA so each tunnel can be viewed in the
context of each SLA.

For example, if there are three SLAs in the inventory, each tunnel is

IT IS POSSIBLE represented in the table three times, once for each SLA. The performance for
TO VALIDATE THE the tunnel based on the SLA is displayed in the Health Indicator column.
PERFORMANCE OF EACH « SLAs
TUNNEL FOR EACH SLA - Best-Effort

- Business Critical

- Video

* Tunnels Rows (1 for each SLA)
- Tunnel O1 - Best-Effort > Health Indicator
- Tunnel O1 - Business Critical > Health Indicator
- Tunnel O1 - Video > Health Indicator
- Tunnel O2 - Best-Effort > Health Indicator
- Tunnel O2 - Business Critical > Health Indicator
- Tunnel 02 - Video > Health Indicator

This way, even though you may not be sure the application traffic is actually
on the tunnel, you can see if the tunnel is capable of supporting the traffic,
and if not, work to resolve the issue.
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In this example, the biz.internet tunnels from Charlotte to Dallas are in a
critical state for all three SLAs.

Health Indicator L

Below these rows, note that the traffic is now using MPLS, and there are
three rows for each SLA now where the performance is relatively stable.

Health Indicator L
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However, using MPLS can be expensive, so it is preferred that the controller
uses the biz-internet path. Investigate the performance issues with this path.

Expand the Health Indicator by clicking the arrow next to the time bar to
display the performance for Packet Loss, Jitter, and Latency based on the
SLA associated with this row.

Observe that Packet Loss is in the critical range, which indicates there could
be an excessive level of discards happening, causing the unacceptable level
of packet loss. The packet loss could be what caused end users to complain
about the voice quality degradation during this time frame.

SD-WAN Tunnel (Time Bar)

Quick Filter
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Investigate the Interface on a Context Page

To investigate the packet loss, the table also displays the Source Interface
and the Destination Interface with links to the context pages for each
interface.

Health Indicator

Click the source interface link to open the context page for the specific
interface.
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On the context page, the Health panel displays a collection of performance
views.
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The Discard view and the Errors view show the interface hitting critical levels,
indicating this is most likely the cause of the performance degradation and
voice quality degradation.

NEW DASHBOARDS AND

VIEWS CAN BE CREATED Conclusion

TO ACCOMMODATE THE This is one example of how to validate performance and investigate potential
SD-WAN network issues before they lead to outages.
UNIQUE NEEDS OF THE workiissu : Y utag

ORGANIZATION As an organization continues to learn more about monitoring SD-WAN and
best practices each specific environment, new dashboards and views can be
created to accommodate the unigue needs of the organization.
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