
WHITE PAPER

Introduction
Before SD-WAN migration begins, it is important to ensure that the 
performance monitoring system is configured to effectively monitor the 
SD-WAN environment. This means the performance monitoring system is 
already scaled to effectively monitor the thousands of new network items the 
SD-WAN environment can add to the performance monitoring system, and 
that the monitoring system is configured with the organization performance 
policies and SLAs for accurate reporting. Then, as the migration takes place, 
the organization can feel confident that the performance monitoring system 
will perform under an increased monitoring load. If the system is already 
configured to report on the SD-WAN migration results based on the policies 
and SLAs of the organization, the system can also generate alarms for critical 
events as required.

This document examines two aspects of the monitoring system 
configuration:

•	 Monitoring configuration: Prepare the performance monitoring system 
to handle the increased scale of the migrated SD-WAN network. 
Monitoring configuration also includes determining if new, custom SD-
WAN monitoring dashboards are required.  

•	 Policy configuration: Configure the performance monitoring system 
so the data views on dashboards reflect the organization performance 
threshold policies and SLAs. Policy configuration also provides guidance 
on creating threshold profiles to create events and alarms from specific 
SD-WAN performance criteria. 

In this white paper, the DX NetOps platform and DX NetOps Portal are used 
to accomplish the following:

•	 Size an SD-WAN environment.

•	 Define custom dashboards and views.

•	 Define custom groups.

•	 Configure dashboard data views with performance thresholds for 
accurate reporting.

•	 Configure threshold profiles to generate events for critical performance 
issues and generate alarms from the events.
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Monitoring Configuration
Monitoring configuration is the process of determining the size of the 
SD-WAN environment prior to migration, and using those sizing results 
to both scale the performance monitoring system appropriately to meet 
the new SD-WAN monitoring demands, and determine what new custom 
dashboards and views should be created for SD-WAN monitoring.

Sizing an SD-WAN Environment
One of the first activities to perform before SD-WAN migration begins is 
to estimate the increase in size of the network after migration to SD-WAN. 
Sizing may look like one of the following examples:

•	 SD-WAN Full Mesh Topology

	– 200 sites x 200 sites x 2 edge routers = 80,000 models (tunnels)

	– 80,000 tunnels with 4 defined SLAs = 80,000 x 4 = 320,000 models 
(SLAs)

In this full mesh example, 80,000 tunnels + 320,000 SLAs represents an 
increase of a total of 400,000 new models for a performance monitoring 
system to monitor.

•	 SD-WAN Star Topology

	– 200 sites x 2 data centers x 2 edge routers = 800 models (tunnels)

	– 800 tunnels with 4 defined SLAs = 800 x 4 = 3200 models (SLAs)

•	 SD-WAN Partial Mesh Topology 

	– 200 sites, 200 sites, 2 data centers, 2 edge routers

The SD-WAN partial mesh topology scale is strictly dependent upon the 
number of sites using full mesh, the number of sites using star topology, 
and the number of sites using a combination of the two, which provides 
results somewhere between the two topology types described above.

Sizing as a Guide for Performance Monitoring Scaling
These sizing examples demonstrate how the size of a network can increase 
dramatically when migrating to SD-WAN, and how a performance monitoring 
system, if not scaled to meet new monitoring demands, may not be able 
to handle the performance load required to monitor all the new SD-WAN 
network items.

The results of the sizing estimate are used to assist administrators so they 
can scale the performance monitoring system accordingly, and ensure the 
performance monitoring system components are sized to accommodate 
what could represent a significant increase with the number of models, 
components, and metrics being monitored.

Sizing to Determine Dashboards and Views
Looking at these sizing examples, it becomes clear that monitoring 
thousands of items in a set of default performance monitoring dashboards is 
typically not scalable. 

Each environment is different, designing the right dashboards for proper 
coverage of an environment is key to effectively monitoring and managing 
an SD-WAN network. This may require working with the network operations 
team to properly scope the data views for each dashboard, and once this 
is set up, operators should be able to use the performance monitoring tool 
intuitively as a part of their role. 

THE SIZE OF A NETWORK 
CAN INCREASE 
DRAMATICALLY WHEN 
MIGRATING TO SD-WAN
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For example, a custom dashboard could be instrumented to provide visual 
indicators to the network operations team for the status of all SD-WAN 
vendor circuits. Or, a custom dashboard could be instrumented to display 
the status of all the strategic SDN tunnels for packet loss performance, 
while excluding the noise from the non-critical or unused tunnels, keeping 
operators focused on only what is critical.

Create Custom Groups
Groups in DX NetOps Portal are used to organize network items into logical 
categories, and to define the data that displays on a dashboard. As a part of 
custom dashboard creation, it is important to create custom groups to define 
the data on the custom dashboards. 

For example, a custom group can be created that only contains critical SD-
WAN tunnels. Then, when an operator views a dashboard that is designed 
specifically for monitoring critical tunnels, they can select the critical tunnels 
group and the dashboard will only display data for those critical tunnels. 

As a part of designing dashboards, creating custom groups to use with 
specific dashboards allows operators to select the group and focus the 
data on the dashboard to only the critical network items, eliminating the 
data from non-critical items so operators can quickly and accurately assess 
performance of the network items in the group. 

Create groups by navigating to Administration > Group Settings > Groups.

Group membership is created by defining group membership rules that 
contain the criteria for the group. Groups are used to define the data that 
displays on dashboards.

As new items are discovered in the SD-WAN network, they are automatically 
added to any groups whose criteria they fit.

AS NEW ITEMS ARE 
DISCOVERED, THEY ARE 
AUTOMATICALLY ADDED 
TO ANY GROUPS WHOSE 
CRITERIA THEY FIT

GROUPS ORGANIZE 
NETWORK ITEMS INTO 
CATEGORIES AND DEFINE 
THE DATA THAT DISPLAYS 
ON A DASHBOARD
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CONFIGURE THE 
ORGANIZATION’S 
PERFORMANCE 
THRESHOLDS IN THE 
MONITORING SYSTEM

SD-WAN Performance Configuration Overview
SD-WAN performance thresholds are defined by organization performance 
policies and SLAs. 

In order for a performance monitoring system to accurately report on SD-
WAN performance and alert network operations teams of critical issues, the 
performance thresholds must be configured in the performance monitoring 
system so the thresholds of the system and the organization match.

In DX NetOps Portal, performance threshold policies and SLAs are used to 
configure the following:

•	 Data views on dashboards to accurately display metrics such as 
performance statuses

•	 Threshold profiles are used to generate performance events and, for 
critical events, generate alarms that notify operators of the issue

Configure Dashboard Data Views
In DX NetOps Portal, a default set of SD-WAN dashboards contain a default 
set of data views. The SD-WAN performance views on the dashboards 
have specific performance settings that require configuration for each 
SD-WAN view on the dashboard, in order for the view to accurately report 
performance statuses. This is also true when custom dashboards are created.

The SD-WAN Tunnel (Card) view on the SD-WAN Tunnel Statistics 
dashboard displays site and tunnel counts categorized by status.

•	 Green/Normal: Normal performance—good customer experience

•	 Yellow/Minor: Informational—customer performance would not be 
impacted

•	 Orange/Major: Remediation required—customer performance may be 
impacted

•	 Red/Critical: Immediate remediation required—customer performance 
will be impacted

The threshold values are defined in the view settings.
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The view settings have default thresholds to define the statuses. Configure 
the thresholds to match the site and tunnel policies of the organization.

Click the Settings icon and select Edit to open the settings window.

In the settings view, there are fields to configure the minor, major, and critical 
thresholds for jitter, latency, and packet loss. Change the values of these 
fields to those defined by the organization’s policies.

The following thresholds are standard recommendations for SD-WAN 
monitoring:

•	 Packet Loss Percentage Average: 
Good < 1, Minor > 1, Major > 5, Critical  > 7

•	 Latency Percentage Average: 
Good < 100, Minor > 100, Major > 200, Critical > 300

•	 Jitter Percentage Average: 
Good  < 10, Minor > 10, Major > 20, Critical > 30

To propagate these values to the views on all end-user dashboards, change 
the Apply Changes field to For All Tenant Users.

After configuring the values, the statuses in the view reflect the actual 
thresholds of the organization policies.

SET THE APPLY CHANGES 
FIELD TO FOR ALL 
TENANT USERS SO THE 
CONFIGURATIONS FOR 
EACH VIEW PROPAGATE 
TO ALL DX NETOPS 
PORTAL USERS
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The data in the SD-WAN Tunnel Packet Loss (Gauge/Table) view is focused 
on tunnel packet loss only. In the view settings there are fields to configure 
the minor, major, and critical thresholds for tunnel packet loss.

Change the default thresholds to those defined by the organization’s policies.

Change the Apply Changes field to For All Tenant Users, so the settings 
propagate to all the end-user dashboards.

 

 

 

CHANGE THE APPLY 
CHANGES FIELD TO FOR 
ALL TENANT USERS, 
SO THE SETTINGS 
PROPAGATE TO ALL THE 
END-USER DASHBOARDS
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Configure the views on the SD-WAN Application Statistics dashboard to 
reflect the thresholds defined in the SLA classes, which are listed in the SLA 
Classes view on the dashboard.

Whether you are using the default SD-WAN dashboards or creating custom 
dashboards, it is critical to configure every view on every dashboard to 
reflect the performance thresholds defined by the organization and SLAs. 
Don’t forget to set the Apply Changes field to For All Tenant Users so the 
configurations for each view propagate to all DX NetOps Portal users.

Create Threshold Profiles to Trigger Alarms
Dashboards provide operators with visual cues when there is a critical issue, 
but it is a manual process to open a dashboard and look at a view. Configure 
thresholds so critical issues generate events, trigger alarms, display alarms 
in a console, and send alerts immediately to operators, so they can quickly 
investigate the issue and open incident tickets.

Configure Threshold Profiles to trigger alarms and have alerts sent when 
a critical SD-WAN performance threshold violation occurs. Navigate to 
Administration > Monitored Items Management > Threshold Profiles.

 

 

 

IT IS CRITICAL TO 
CONFIGURE EVERY 
VIEW ON EVERY 
DASHBOARD TO REFLECT 
THE PERFORMANCE 
THRESHOLDS DEFINED BY 
THE ORGANIZATION AND 
SLAS
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Create threshold profiles for standard SD-WAN metrics, jitter, latency, and 
packet loss, and for any other SD-WAN performance metrics that are critical 
to maintaining optimal network performance.

Groups are used when creating threshold profiles to define which network 
items the threshold profiles should monitor. For example, a threshold profile 
may only monitor a group comprised of critical tunnels.

Threshold profiles monitor how many times a threshold is violated during a 
specified duration of time. A single violation does not necessarily trigger an 
event, but if the violation happens enough times during a specific amount 
of time, the threshold profile creates an event, and if the event is critical, 
an alarm is triggered, an alert is sent, and the alarm displays in the Alarms 
Console located in the Alarms menu.
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SD-WAN Generated Alarms and Events
For alarms and events generated by the SD-WAN network and captured by 
the SD-WAN controller, it is a best practice that the SD-WAN performance 
monitoring system also captures the SD-WAN events and alarms generated 
by the SD-WAN controller and provides that data.

In a full DX NetOps deployment, the alarms and events are captured, the 
alarms are listed in the Alarms view of the Alarm Console dashboard, and 
events are listed in the Events view.

Once parameters are configured in DX NetOps Portal, when new network 
items are discovered, if they match the critical tunnel criteria, they are 
automatically added to the critical tunnels group, included in the data for 
dashboards, and also monitored by the threshold profile.

Conclusion
Using the monitoring configuration guidelines in this white paper, 
administrators can ensure the performance monitoring system will perform 
under the increased monitoring load, and operators have the dashboards 
they need to focus on the SD-WAN performance aspects of the network.

Implementing policy configuration guidelines helps ensure dashboard views 
accurately reflect the performance thresholds defined in the organization 
policies and SLAs, and that threshold profiles generate events and alarms 
when critical events occur within the SD-WAN network. 

By performing these processes prior to SD-WAN migration, the performance 
monitoring system will be ready to monitor and accurately report on the SD-
WAN network when migration begins.

CONFIGURE MONITORING 
PRIOR TO SD-WAN 
MIGRATION, TO ENSURE 
THE SYSTEM IS READY TO 
MONITOR THE  
SD-WAN NETWORK WHEN 
MIGRATION BEGINS.
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