A BROADCOM

SD-WAN Migration and
Performance Monitoring

Best practices to ensure a consistent, optimal
network experience for network end users.
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Introduction

As enterprise networks shift to include network circuits managed by
Internet service providers (ISPs), and as end users interact with cloud and
SaaS applications and systems, the traditional WAN architecture is now
complicated by the deployment of SD-WAN technologies.

This document provides an overview of key points to consider when
monitoring the performance of SD-WAN before, during, and after migration.
This helps ensure successful migration to SD-WAN, and to continuously
deliver the optimal end-user experience.

The high-level information in this document is explored in greater detail in
specific product documentation.

DX NetOps provides a performance monitoring system that monitors and
reports on the performance of both the traditional WAN underlay and the
modern SD-WAN overlay. Using a performance monitoring system that

can monitor both the WAN and SD-WAN is ideal for monitoring network
performance while migrating from the traditional WAN to SD-WAN, and for
continuous network monitoring when the migration completes.

NOTE: This document focuses on SD-WAN performance monitoring
processes and is not intended to address the process to select SD-WAN
vendors or fully design an SD-WAN migration plan.
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SD-WAN Overview

Software-defined wide area network (SD-WAN) is a networking technology
that employs software-defined networking (SDN) principles to manage and
optimize performance while distributing network traffic across WANs. SD-
WAN policies are applied to all sites simultaneously and define the behavior
of the WAN traffic such as routing, failover, load balancing, and application
prioritization. SD-WAN intelligently routes traffic over multiple WAN
connections, such as MPLS, broadband, dedicated Internet access (DIA), and
wireless data transmission or cellular long-term evolution (LTE).

SD-WAN vendors include: Cisco Meraki, Cisco Viptela, HPE Silver Peak,
Nuage Networks Virtualized Network Services (VNS), Versa Secure SD-
WAN, VeloCloud™, VMware® NSX-T, and VMware vSphere.

The Benefits of SD-WAN

The traditional enterprise network has changed. The adoption of a remote
workforce and the adoption of cloud and SaaS solutions have created a
hybrid enterprise network comprised of managed and unmanaged network
circuits. In the past, traditional enterprise network circuits were contained
and managed within the organization’s data center. Today, the managed

SD-WAN IS DESIGNED circuits often leave the data center and travel across unmanaged Internet

circuits via ISPs to perform critical business functions using cloud and SaaS
TO FULLY SUPPORT oo P d
APPLICATIONS HOSTED

Traditional WANSs using conventional routers are not designed for the cloud.
IN ON-PREMISES DATA Typically, traditional WANSs require the backhauling of traffic, including cloud-
CENTERS, THE CLOUD, destined traffic, from branch offices to a hub or headquarters data center
AND SAAS SERVICES, where advanced security inspection services are applied. The delay caused
WHILE DELIVERING by backhaul degrades application performance, resulting in a poor user

experience and lost productivity.

THE HIGHEST LEVELS

OF APPLICATION _Unlike_ the traditional router—cent_ric WAN architepture, the SD—WAN model
is designed to fully support applications hosted in on-premises data centers,

PERFORMANCE public or private clouds, and SaaS services such as Salesforce, Workday,
Dropbox, Microsoft 365, while delivering the highest levels of application
performance.

There are five typical benefits promoted by SD-WAN vendors:

* Enable direct cloud access

* Reduced WAN costs

* Improved WAN performance

* Enhanced security

* Simplified WAN infrastructure

Additionally, SD-WAN commonly provides the following benefits:

* Improved WAN agility

* Simplified WAN management

* Simplified communication between geographically separated sites
* Simplified communication with cloud applications and services

* Increased WAN Availability

* SD-WAN outperforms MPLS
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The Need for SD-WAN Performance Monitoring

While SD-WAN can be a cost-effective, beneficial business decision, it also
introduces a more complex WAN environment for network operation center
(NOC) engineers to administer, while maintaining network performance
visibility and quickly providing issue resolution.

The migration to SD-WAN usually happens in phases, which creates a hybrid
architecture consisting of both the SD-WAN (overlay) and traditional WAN
architectures (underlay). The SD-WAN overlay collects network performance
data using REST API calls to the SD-WAN controller, while the traditional
WAN underlay collects network performance data using SNMP polling of
the actual network devices (routers and switches), and collects traffic flow
records. DX NetOps employs both underlay and overlay methods to monitor
SD-WAN performance.

While migrating a traditional WAN architecture to SD-WAN can immediately
improve end-user experience as they interact with cloud and SaaS solutions,
simply migrating to an SD-WAN solution is not enough to provide the
optimal end-user experience, or to maintain and improve the performance of
the SD-WAN system over time.

Even if an organization chooses to outsource SD-WAN administration,
they still need a network performance monitoring system that provides
the tools necessary to ensure that the migration to SD-WAN achieves
network performance goals. For these reasons, it is key that a performance
monitoring solution for the SD-WAN architecture is also in place.

SD-WAN Performance Monitoring Responsibilities for

Network Monitoring and Operations Teams

When an SD-WAN performance monitoring system is deployed, network

operations teams are responsible for the following tasks:

* Designing, implementing, and maintaining the SD-WAN network
monitoring infrastructure

» Continuously monitoring network performance and identifying and

SD-WAN MIGRATION resolving network issues

USUALLY HAPPENS IN » Conducting continuous network assurance checks to ensure compliance
PHASES with SLA policies for all types of traffic across all sites

» Coordinating with other IT teams to ensure effective network integration

* Ensuring that the network is optimized for maximum performance and
reliability

* Providing performance reports for performance assessments and
optimization planning and validation

| WHITE PAPER | 3



A PERFORMANCE
MONITORING SYSTEM IS
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ENVIRONMENT
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Key Considerations for SD-WAN Performance
Monitoring for SD-WAN Migration

As an organization migrates from a traditional WAN architecture to an SD-
WAN architecture, they need to consider the following key points for the
migration to SD-WAN, and for the deployment of SD-WAN performance
monitoring system:

Before Migration

* Provide reporting data to leadership comparing the historical and
current performance of the SD-WAN architecture vs. the previous
traditional WAN network.

« Utilize data from the performance monitoring system to produce reports
that provide tangible, comparable results.

- To provide comparisons from before, during, and after migration, the
performance monitoring system must monitor network components
and metrics that occur in the legacy WAN and be ready to monitor the
new SD-WAN environment prior to the start of migration to SD-WAN.

For example, leverage several IP SLA operations (emulating operational
traffic) configured on remote core switches, and connected to an

IP SLA responder in a data center or cloud environment. IP SLA
operations performance reports will produce results for WAN latency,
jitter, mean opinion score (MOS), and operations failures, both before
and after the SD-WAN deployment.

- If performance monitoring is not in place in advance of the migration
to SD-WAN, quantifiable results for leadership may not be available.

* Expect migration to take place in phases lasting weeks, months, or even
years. This can be an incremental process repeated over and over until
the entire enterprise has been migrated to SD-WAN.

* Prepare to monitor the performance of a hybrid network that consists of
both traditional WAN and SD-WAN technologies.

* Network engineers migrate sites from legacy WAN technologies to SD-
WAN, or build new sites using SD-WAN.

* |If a performance monitoring system is in place, ensure the following:

- Verify the system is capable of monitoring both the traditional WAN
and the SD-WAN aspects of the network, and can provide full-stack
visibility into the performance of the SD-WAN network.

- Expect critical issues to happen with the SD-WAN network that require
network performance visibility. Verify the performance monitoring
system can both alert teams when critical issues happen, and provide
data to perform triage and issue resolution.

- Verify the performance monitoring system is integrated, or can
integrate with a ticketing system, to open incident tickets from the
performance monitoring system.

* |If the organization does not have a performance monitoring system that
can effectively monitor SD-WAN, find a new system or incorporate an
SD-WAN monitoring system with the existing system.

» Collaborate with Network Architects and provide site survey details for
them to make the best decisions while deploying the network.
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* Perform a sizing and scaling exercise to determine the scope of the SD-
WAN network and use the results of this exercise to size the resources
required by the performance monitoring system to effectively monitor all
aspects of the SD-WAN network.

« Within the network operations teams, define roles and responsibilities for
monitoring the SD-WAN network.

* Deploy the SD-WAN performance monitoring system to its production
state before the first phase of SD-WAN migration so the performance
monitoring system is ready to validate and monitor the migration.

* The performance monitoring team should plan to contribute the
following to the design and development teams:

- Network requirements based on a site survey including bandwidth,
latency, and jitter

- Developing the network topology, device configurations, and security
policies

- Implementation plan that includes device staging, testing, and rollout

After Migration

« After the first migration takes place, use the performance monitoring
system to discover the SD-WAN network, including both the SD-WAN
underlay and overlay components, models, and metrics, then verify the
performance monitoring system is accurately monitoring the SD-WAN
network.

« After validating the SD-WAN performance monitoring system is
capturing the SD-WAN data accurately, verify the SD-WAN network is
performing as required to provide the optimal end-user experience.

» Verify all sites, tunnels, and SLA classes are visible in the monitoring
solution.

SD-WAN PERFORMANCE
MONITORING IS CRITICAL

* As migration progresses and even concludes, expect to continuously
monitor the SD-WAN network and perform maintenance and updates in

TO THE SUCCESS OF THE order to continually provide the optimal end-user experience.
SD-WAN MIGRATION « As part of the continuous improvement process, regularly review
PROCESS incident data to identify trends and potential areas for improvement.

* Develop and deploy new SD-WAN threshold policies that include both
the SD-WAN underlay and overlay components, models, and metrics.

Conclusion

As this document highlighted, SD-WAN performance monitoring is critical
to the success of the SD-WAN migration process and for the continuous
delivery of the optimal network experience for the network end users.

From here, the SOP best practices documents in the Customer Experience
Center for End-to-End Network Management will guide you through the key
processes and best practices to enable you and your organization to migrate
to SD-WAN with the confidence you will be able to validate and maintain an
optimal SD-WAN network.
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About DX NetOps

The DX NetOps network monitoring platform is comprised of a suite of
powerful network monitoring applications which work together to collect
a vast amount of network performance data metrics from both traditional
WAN (underlay) and SD-WAN (overlay) architectures.

DX NetOps discovers network items using methods such as SNMP for the
underlay, and plug-ins connected through APIs for the overlay, and collects
traffic flow records to create Layer 3 performance reporting. Once the
network items are discovered, the network items are inventoried and the
USING DX NETOPS items in the inventory are monitored at regular intervals to collect the wide

PORTAL. NETWORK range of performance metrics.

OPERATORS., ENGINEERS To view the performance metrics, the data collected by DX NetOps is
3 3
AND BUSINESS LEADERS correlated, cleaned, normalized, and displayed in unified, customizable, easy-

to-understand formats in the web Ul, DX NetOps Portal.
CAN VIEW DATA CRITICAL
TO MAINTAINING AND Using DX NetOps Portal, network operators, engineers, and business leaders
can view data critical to maintaining and optimizing all aspects of the
OPTIMIZING ALL ASPECTS onitored nebwork
OF THE MONITORED

Additionally, DX NetOps captures network events and SNMP traps and
NETWORK Y Ps cap P

converts them to alarms, alerting network operations teams when critical
network issues happen.

In order to monitor SD-WAN, DX NetOps administrators configure
performance thresholds for SD-WAN jitter, latency, packet loss, and any other
key performance indicators the organization needs to track. Once these
thresholds are defined in DX NetOps, the system provides performance data
in dashboards which contain charts, tables, gauges, and other formats that
use the thresholds as the baseline for optimal SD-WAN performance, and
alarms can be triggered when a threshold is surpassed as well. The ultimate
goal of using DX NetOps is to assure that your networks provide the optimal
end-user experience, even as network technologies evolve over the years.
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