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Introduction
The SD-WAN environment requires a mature network performance 
monitoring solution to provide visibility for the entire network infrastructure. 
This monitoring solution must combine the network performance of both 
the underlay and the overlay components and metrics. A successful SD-
WAN network performance monitoring solution provides a unified approach, 
managing custom reports, dashboards, and alarm thresholds within a single 
pane of glass, to ensure optimal end-user experience and successful SD-
WAN operations.

This is accomplished by deploying an SD-WAN monitoring system that 
communicates with the SD-WAN environment, gathers performance data, 
and organizes and analyzes that data. An effective monitoring system 
displays data in formats that provide an at-a-glance understanding of 
network health, as well as the ability to drill down into the details of specific 
network items such as edge routers and interfaces. 

SD-WAN Discovery and Inventory
SD-WAN performance monitoring begins with discovering all the network 
items in the SD-WAN environment that require monitoring.

The DX NetOps platform is a collection of integrated applications with 
different roles for collecting network monitoring data. The data from these 
applications is integrated, analyzed, and displayed in the DX NetOps web UI, 
DX NetOps Portal.

The DX NetOps Virtual Network Assurance (VNA) application uses plug-ins 
to collect performance data from SD-WAN networks. When VNA connects 
to an SD-WAN environment for the first time, VNA discovers network items, 
including sites, edge routers, interfaces, and tunnels, and builds an inventory 
of the discovered devices, models, and components.

VNA monitors the environment at regular intervals and collects overlay 
performance data from the SD-WAN controller. VNA sends this data to DX 
NetOps Performance Management. The data is processed, added to the 
DX NetOps Portal inventory, and displayed in DX NetOps Portal, providing 
visibility for network performance via reports, dashboards, and thresholds.
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Sites and Tunnels
To validate that the required sites and tunnels are being monitored, navigate 
to the SD-WAN Tunnel Statistics dashboard: Performance > SD-WAN 
Reporting > SD-WAN Tunnel Statistics.

DX NETOPS 
COMMUNICATES 
WITH THE SD-WAN 
ENVIRONMENT, GATHERS 
PERFORMANCE DATA, 
AND ORGANIZES AND 
ANALYZES THAT DATA

Figure 1: DX NetOps Platform Architecture
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On the SD-WAN Tunnel Statistics dashboard, the SD-WAN Tunnel (Card) 
view provides a snapshot of the aggregate health of all the sites and the 
tunnels that connect the sites. The view also shows the total number of 
sites and the total number of tunnels that are being monitored. Review the 
numbers to verify that these numbers are correct.

The Geo Map (Tunnels) view on the SD-WAN Tunnel Statistics dashboard 
displays all the sites in the SD-WAN environment in a topology view on a 
world map.

Click on a site location to display the SD-WAN tunnels connected to the site 
and the health of the tunnels.

For validation purposes, this view can be used to verify the required sites and 
tunnels are in the inventory.

Data that details packet loss, latency, jitter, and tunnel up/down status for 
the sites and tunnels is also available. Use the Geo Map (Tunnels) view to 
verify that the sites and tunnels are in the inventory and site and tunnel data 
is being collected. Look at the data for the sites by clicking through the 
averages for jitter, latency, and packet loss. 

THE SD-WAN TUNNEL 
(CARD) VIEW PROVIDES 
A SNAPSHOT OF THE 
AGGREGATE HEALTH OF 
ALL THE SITES AND THE 
TUNNELS THAT CONNECT 
THE SITES
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USE THE INVENTORY 
HIERARCHY VIEW TO 
VALIDATE THAT ALL 
THE DEVICES AND 
INTERFACES FOR EACH 
SITE ARE INVENTORIED 
AND ARE BEING 
MONITORED

Virtual Interfaces
Use the Inventory Hierarchy view to validate that all the devices and 
interfaces for each site are inventoried and are being monitored.

On the SD-WAN Tunnel Statistics dashboard, scroll down to locate the 
Inventory Hierarchy view. The Inventory Hierarchy view there are two tables: 
Devices and Virtual Interface.

The Devices table displays all the devices in the group selected in the group 
tree, and the Virtual Interface table displays all the interfaces for items in the 
Devices view.

Use the Group Tree to change the data context of the view and filter the 
data based on the selection in the Group Tree. 

DX NetOps uses Groups to organize network items into logical categories. 
Selecting a different group in the Groups Tree selects a different set of 
devices; the data in the Inventory view changes based on the selected Group.
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In the Devices table, select a device to view only the interfaces for that 
device. Select multiple devices to display all the interfaces for those selected 
devices.

By default, All Groups is selected in the Group Tree, which means non-
SD-WAN items could be in this list as well. To validate that all the SD-WAN 
devices and interfaces are monitored properly, filter the view to only show 
the SD-WAN inventory. DX NetOps organizes SD-WAN items into the default 
group: VNA Domains > Default Domain > Sites. Selecting the Sites group 
displays all the devices and interfaces for all the monitored SD-WAN sites.

Expand the Sites branch to list each individual site. Select a site to filter the 
view to only the devices and interfaces for the selected site.
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For more information, visit our website at: www.broadcom.com

THE DASHBOARD LISTS 
THE SLA CLASSES 
THRESHOLD VALUES 
DISCOVERED DIRECTLY 
FROM THE SD-WAN 
CONTROLLER

SLA Classes
Use the SLA Classes dashboard to validate that the SLA classes for the 
monitored SD-WAN environment are in the inventory and their thresholds are 
correct. 

Navigate to Inventory > SLA Classes to validate the SLA classes.

The SLA Classes dashboard lists all the SLA classes in the DX NetOps Portal 
inventory.

The dashboard lists the SLA classes threshold values discovered directly from 
the SD-WAN controller:

•	 Name

•	 Description

•	 Policy Group

•	 Packet Loss Threshold

•	 Jitter Threshold

•	 Latency Threshold

The thresholds in this view are used by DX NetOps Portal to define the SD-
WAN performance quality thresholds for the class. DX NetOps Portal uses 
these thresholds to display performance quality ratings and identify when a 
threshold in a class violates, or is close to violating, a threshold.

Conclusion
Now the SD-WAN environment has been discovered and validated, the 
required network items are in the inventory and performance data is being 
collected for the items. The SD-WAN monitoring system will continuously 
monitor the performance of the environment and, when new items are added 
to the environment, it will perform verification steps for that new site and any 
new items will be discovered and monitored as well.
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