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DX Operational Intelligence 21.3.1
What's New
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Shifting from Monitoring to Observability

Collection of Data > Connections in Data
Individual Component Status »  End-to-End Digital Service Health
KeepThe Lights On »  Prioritizing Against Business Impact

How do | monitor the of

iInfrastructure and applications in a way that
Gartner, Solution Path for Modern

meaninng”y COnSiderS and Other Infrastructure and Application Monitoring, 30
Critical 9 1 November 2020, Gregg Siegfried and Venkat
) Rayapudi, ID: G00720254

@ BROADCOM'
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Your Journey Toward Zero Touch Assurance

Are you here?

ISIT
upP?
Event Collection

Event Correlation & Analysis

ISIT
WORKING?

Metrics Collection

Performance Monitoring

Are you there?

WHAT’S THE
PROBLEM?

Transaction Monitoring
Call Stack Tracing

Root Cause Analysis

WHAT IS THE
IMPACT?

Unified Observability
Traditional & SDN Support

Application Delivery Assurance

3 |  Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

Close yet?

ZERO TOUCH
ASSURANCE

Actionable Insights
Auto-Triage and Remediation

Predictive/ Proactive Issue
Identification

SLOs/SLlIs, Error budgets,
capacity & resource
optimization

Network-as-a-service analytics

© BROADCOM
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The AlOps Platform from Broadcom

DX Operational Intelligence

i.sdynatrace APPDYNAMICS

B DATADOG *System Center
- Operations Manager

I

Open | Extensble | Hybrid

+ Other 31 party tools

(ereq aJipy ® o] ‘sbo ‘ABojodo] ‘swuely ‘soLal (ejeq aulyoey)

Root Cause Analysis

Unified Visibility

Collaboration and Planning

Remediation
Workflows

«

ITSM

©® BROADCOM'



noise reduction

Situations ‘5 50 ssptayed 97.56%

[ sove ers ] save curren ther...|
A Situation ID Sub-Clusters State RCs Message Entity(s) Service(s) Source (') Ticket Owner Created Last updated ::
® 3765074 2 Q) 0 mssql-walt_stats_time.sqltrace_file_buffer:mssql-walt_stats... lvnqa022521 = UM Unassigned 9 PM
A 3764417 4 \'D 0 alertstatus:walttime:average SuperDomain. ® Application Per Unassigned Sep 2, 2021 3:24 PN 1
Smarter IT Operations Through b ovees O o o USSP ——
ACtlonabIe InSIth 88 Open Access / Digital Banking - Business Overview v <3 i D) | & || O Lastéhous v Q & v | &
Al ® POF
Service Health Service Health
e JTREAEER AR AR AR AR AR AR TR AR AR AR
. ; o IINNELEAREREAARAR AR R AR AR AR AR AR AR
e e ) HHHIHHIIIIIIIHIIHHHHHHHHHHHIIIIHHIHHIHIHHHHHI
Alarm Management "~ IR ARRROOARY
ITSM Ticketing o TERORERRRRR R AR R ER AR AR AR AR
Intelligent Remediation SR |11 [T
serVices @ Jl%z%displayed
- [ +]
Tools and Data Consolidation
Dashboarding .
Health Risk Worst 5 By Health v
Reportmg Risk services
p Health Services % severe 6 20% N 20% N 75% N
Slngle Pane Of GIaSS 122 ‘ @ sad 6 122 ,/// B High 8 Mainframe. AB-MF SDN-Spain
= Average 8 /4 Moderate 5
OF 122 SERVICES B Gooc OF 122 SERVICES Slight
[ | UHkHIK»WH :07 [ ] N‘m]\\' ;9 \7.5%(\' z“SN%\j
B Unknown ; pectrumG core
Services / Sub-Services (# Subs) l:= (te) Last 24 Hr Availability Location Tags Health Situations (Subs) F‘A Alarms Risk
0 0 83% 3 High
Capacity Planning and Forecasts .
Inventory Monitoring masH
Cross Domain Observability v Consence 2 b
Service ASSurance BackendCDN _sh Backend for CDN 100% 0 None
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Identify and Address Problems Faster
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Leverage Situations to Start with the Right Alarm

* Situations based on configurable Text,

* Network based root cause from DX
NetOps root cause analysis

* Filter using Situations and alarm attributes

\\\\\

* Actions supported to open ticket, send a
notification, add annotations, assign to
troubleshooter and acknowledge or close

* APIs to configure and trigger
programmatically

- o b Dot

1© |B i s o
f
L 4
i
g
]
f
i

e B S p———————— wn W Acces ot | |

() BROADCOM
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Ticketing & Triage Model

Traditional Ops vs AlOps

O
O

TRADITIONAL OPERATIONS

Manual Process
Error Prone
Costly
Repetitive

Time-intensive

8 |  Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

>

DX OPERATIONAL
INTELLIGENCE

Automated Processes
Consistent And Continual
Reduces Operator Load
Improves Accuracy and Efficiency
Reduces Costs & MTTR

© BROADCOM'
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F incoming-webhook APP 9:58 AM
(Jb AlOps automated notification

Flexible ITSM and Notification Rules

AlOps Situation - ID 2439
A severity critical un-acknowledged situation impacting services: Data Center East
Select filter attribute... began 30 minutes ago. 1 Root Cause(s) have been identified.
Alarms Count v 2439: bad:link:detected:stopped:responding s/[a[>| [ El‘és;dri'm: setonned P ;\Iarms Included
a etected:stopped:responding
| Overview Alarma Timetine Annctatien
Closure Ts v - Data Sources Included Start Time
2439 Spectrum 2021-09-17T16:45:18+0000
\| Stuetion 10
Custom Y 8 8 A e 87.50% 1 Root Cause Count Root Cause Confidence (0-1.0)
; 1 1.0
Custom2 v
i) s el etatlod Wi daialed e o s Root Cause Host Root Cause Message
Hosts M R— s—— data_center_access-switch-1 bad link detected
A Siwation chusters WA confidence |F Message Fnvyts) Servicecs) Saurce @ Nicket  Owmer Created Last updated
1s Closed v A o 100 s comter 0. OtaCemter .. @ Specirum Urnssignes Root Cause Source
Spectrum
Is Orphan v & o203 s Unssgnes
’ | A o Q@ Specum Urssigned Most Impacted Service Most Impacted Host
Message v A o @ Specrum Urassignes Data Center East data_center_access-switch-1
A o @ soec —— All Impacted Hosts
Notsy Y A ouws RISPONINGTO... Swien 19748 @ specnm Unangned & Generic Webhook Switch 10.74.88.72 openNSL, data_center_access-switch-1, Switch 10.74.88.71
RootCause Count » A owme 760 RESPONOY Swhon 1978 3 e openNSL, DC1-TOR-2 openNSL, Switch 10.74.88.70 openNSL, Switch 10.74.88.81
A caom oo OPPED RISPONDING TG . Sweeh 19748 Q@ specum s e openNSL, DC1-TOR-1 openNSL, Switch 10.74.88.80 openNSL
Service v Broadcom AlOps Situations
' X% slack 2
Severity v
Situation Id v -
| POIlcy ~ . Number  INC21912606 Contacttype -~ None v
B4 Email
Source M X Caller  quser quser Q 8 © State New v
Start Time v Policy Name * Category  Inquiry / Help v Impact | 1 - High v
State w SeN'CeNOW Subcategory -~ None - v Urgency  3-Low v
Status Create notifications for : Business senice Prionty  [SaMoceNY

SubClusters Count

Timestamp

Most Impacted Host
Most Impacted Service

Noisy

Primary Root Cause
Host

Primary Root Cause
Service

Primary Root Cause

Source

Root Cause Count

Root Cause Message

Root Cause Relative
Confidence

Notifications will be generated for the selected Alarm Type. Please note that in case of All Alarm, user can update the filter criteria with

desired Alarm Type(s,

(O service Alarm

(O Rootcause Alarm O All Alarm @® situation

Build a policy to be triggered when filters defined below are met

Y‘ ter

Alarm Type: SituationCluster

Is Stable: true

CLEAR ALL

9 |
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Configuration item

Description

Q Assignment group  Network

Assignedto | chendrai shekar1

Q

Q

A now critical situation (id: 2439) impacting [Data Center East] has been detected by AlOps Operational Intelligence 30 minutes

ago consisting of 8 sub-clusters from source products: [Spectrum).

The situation has been formed based on clusters defined as bad:link:detected:stopped:responding and is primardy impacting

data_center_access-switch-1 as well as the following hosts: [Switch 10.74.88.72 openNSL, data_center_access-switch-1,

Switch 10.74.88.71 openNSL, DC1-TOR-2 openNSL, Switch 10.74.88.70 openNSL, Switch 10.74.88.81 openNSL, DC1-TOR-1

openNSL, Switch 10.74.88.80 openNSL].

View the Situation detalls using this link: https://dol.dxi-na1.saas.broadcom.com/digital-ol/alarms-
3AINk %

Root Cause details (4 appicable):

BootCauseAlarmidessage: bad knk detected

[ xAlarm: data_center h-1
BoniCauseSeverity: critical

BontCauseConfidanceScore: 1.0

data_center_ fitch-1
MaostimpactedSendces: [Data Center East]

© BROADCOM'
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Identify Performance Issues with Anomaly Detection

10

Improved anomaly detection
algorithm to reduce false
positives

Increased scale handled — upto
5M metrics per tenant

Intuitive configuration for metrics
to be enabled for anomaly
detection

Configurable alarms for identified
anomalies

Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

Configure Alarms
Setup Anomaly Alarms

Enable Detection

Use System Settings
Alarm

Alarm when anomaly is

Above threshold Below threshold

Alarm if anomaly

Count over threshold is W 5

Alarm Message

${metric_name} has breached threshold for
${countOverThreshold} out of ${observationCount} times for

${host}

Select Alarm Notification Policy
Choose an Alarm Notification Policy.

Cant find? Create New

in 6 occurrences

© BROADCOM
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Performance Analytics for Deep Dive Triage

® C rOSS domai n pe rfo rm a n Ce @ DX Operational Intelligence . 04-Nov-21 01:37 pm 05-Nov-21 01:37 pm

m rl V| I|Z | ] f r [R | UnttedView  DBVMmetrics *  WMMetricsAF ® UMcPUMempisk P Allviews v :
x
anaIySIS and Saved VIeWS for L—\A Y '1L Aggregation Interval: Raw ¥
futu re references or eVIdenCG Source: UM @ = System.Memory:Memory Usage pct
. . @ ) § lvnqa022521-System.Memory | Total:System.Memory:Memory Usage pct
In a trlage CyCIe e g Rare Probable ™ Common ™ Mean ® Actual
@
L,a > 0988f6225d0a433b871 2
» W
* Near real time data to stay on g | o
H v Application.vSphere.Cluster g
top of any performance issues
. . . E; v Bonn.GermanyCluster & |
in the monitored environment =
Application.vSphere.Cluster:Host Count .
ﬁ ] Application.vSphere.Cluster:Total CPU ‘
Avg: 59.44 | Min: 58.98 | Max: 59.63
) Intuitive filte rS On entity or | Application.vSphere.Cluster:Total Memory
System.CPU:System
. > Madrid.SpainCluster lvnga022521-System.CPU | Total:System.CPU:System
metric to narrow down the
> Paris.FranceCluster ™ ™ -
I . Rare Probable Common Mean Actual
ana ySIS > System.Cluster 1 ® *
> System.Disk
> 10.230.41.16
> 10.50.22.23 1
> 10.50.22.24 1 L
> 10.50.22.25 ‘ : A» = ; 'L s > S A :
Showing 50 of 161 Avg: 0.36 | Min: 0.25 | Max: 3.30

© BROADCOM'
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Monitored Inventory for Consolidated View of Monitored
Environment Across Domains

Y v State Crical ~  Services: Banking (Comtains) X
D25 CIC30252 & CAManframe Operational Ir
. l_‘ DX Operational Intelligence / Inventory / CICS Reglon CICSD253 ® Application Performance Ma, TRANSACTION
* Near real time updates for the 0 R N
correlated monitored elements % | Monitored Inventory e
across the monitored environment : ’ : 3
o & A Entity Path to CI IP Address Source — -
. . =] A pe me.cc AS_acme.com / acme.com-prod / K8-clus. 10.241.249.181 (g8 pxApp Switch apollo.acme.com .
« Contextual information and @ 0O = mame Qoe o | o
workflows for operators to view 4 g e A ‘
alarms, performance metrics, “loe. B
services impacted and capacity Sooe
. . . . . % Storage
projections from a single view ¢ o
A Agent
- Filters to identify a critical device o .
or entities belonging to a service 2 " SN B——
or entities in maintenance, etc. .
® Switch o Alarms & Onen (Laet 24 Repeac
@ o ime Alarm Mess... Lif
* Manage maintenance windows in © o e
. . © Ser
context of an entity, a service or a o - > somscssou '

D APRS 4S5PM

group of devices | & wnncm

D BROADCOM ' 0x Operational Intelligence v21.2 D APRE 455FM

I rZ Z S z2 <

© BROADCOM'
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Dashboards
Unified Dashboarding and Reporting ma
Built in data connectors for alarm, . B - -
metric, inventory and topology - =7 o .
store to create joint views for - oroncon N | oo
dashboards providing end to end - - i
VieW “ 0 ; o Rvefv)orl‘sﬂ T
88 APM: Application URLs TJ
Drill downs from overview — o — —— %
dashboards to detailed views — | eSS e it
combined with contextual o 000 =
launches of the product features : | - bl A Ll i O
like alarm analytics or service e Ui
] ] Scheduling
nalytics, etc. — r— f— g —
analy s E e N s . o,, = o
More data granularity supported SSSSSSsssoooossssssIIssi S |
. . ] .
for widgets in a dashboard to help
time based anaIySiS Graph Stat Gauge BarGal:f;e ]_T‘a_ble- Singlestat Text ‘ Heatmap Alert List
||||||l 12.4 4 79~‘= =7e EEE 19 A m‘ .
. . - ] TS
Performance improvements to l- | - = T = : — =
handle large scale of data = ap $ | =m T =
© BROADCOM’
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Empower Hybrid Teams with
Service-Driven Operations

@ BROADCOM’
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360 Degree Context for
Service Owners/SREs

15

Contextual information and navigation entry points
for:

Health, availability and other KPIs with custom
service KPI configuration

Monitored inventory that are a part of the service

Raw alarms and Situations trend over time to
identify the health degrading components

Capacity projections at the service level to
optimize resources in time

Personalize the service details view for contextual
widgets

1-minute service KPIs intervals to have the latest
IT to Business view

|  Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
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Health

Monitored Inventory
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61.54% Noise reduction
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Service Driven Configurations for Consistent Anchor

* Maintenance windows can be
configured for the entire service(s)
to ease management and suppress
alarms and tickets

* Predictive capacity insights can be
enabled for services and leverage
service KPIs for what-if analysis

 Filters across the product based on
services and service tags providing
an easy and consistent way as
users navigate through their
workflows

* Qut of the box dashboards for
service driven monitoring

16 | Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom.

Maintenance Windows

[

Predictive Capacity Analytics

L]

L = i
I llll‘lll‘l E
§

| | I-I -

N 8
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Network Services within DX Operational Intelligence

« DX NetOps (Spectrum) services
can be leveraged within DX
Operational Intelligence to view
network services as part of cross-
domain services

* |dentify the impact of network
services on business or IT services
through this integration

» Easy configuration via Spectrum —
Ol connector (Spectrum Data
Publisher)

17 | Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom.

Understand alarm rollup to
business service delivery.

® Telco Telco
Northeast Southeast

Telco New ..elco New

Service York England
Analytics

Site B

Circuit Z

Metro
Ethernet

Backbone

© BROADCOM'
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Manage Services at Scale

- Service Analytics supports up to 20k services across the service drive workflows

- Manage services programmatically via CRUD APls

- Control and limit service management via out of the Power User role

© BROADCOM
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/

Topol AUTOMATE
D asY Root Cause
Analysis
Alarms (_ Correlated Data
v I Sustom Metreg Unified Visibility
C :
Metrics ( Custom AIarms. | j
\ ( Data Compaction
Collaboration and
Events Planning

Integrations

£ BROADCOM
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RESTMon 2.1 for 3rd Party Integrations

Ol Metric Data Store

Monitor RESTMon performance & health via OTB DX -
Dashboard Supportability

metrics

* Improve availability with Liveness & Readiness probes; Works _

OTB on orchestration platforms such as Kubernetes & OSE - RESTMon container <
« 7 New Reference Integrations available to get started g "(‘Ss
* Improved performance of the overall RESTMon framework g e 5

Orchestration platform

88 Restmon / RESTmon Supportability Metrics ¢ =<5 (K8S, OSE)

Restmon_instance1 + Restmon_instance2 v

v Health (Restmon_instance1)

15 Second Instance Heartbeat

o, o
Health
11:30 n3s 11:40 11:45 11:50 11:55 1200 12.05 1210 1215 1220 1224
Heartbeat
CPU Usage
v Health (Restmon_instance2)
15 Second Instance Heartbeat

<

Health

1120 125 11:30 13s 11:40 11:45 11:50 11:55 1200 12:05 1210 1215 1220 1224

© BROADCOM'

20 | Broadcom Proprietary and Confidential. Copyright © 2021 Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. SOFTWARE



Select fllter attribute...

Enhanced Ticketing and Webhook Integrations =

ate Generic Webhook

Create Generic Webhook

* New bi-directional integration U
added for BMC Remedy ticketing -

A webhook allows an app to deliver real-time data to other applications. For more information about

configuring a webhook in DX Saas, see Integrate webhook documentation. Leal

» Additional filters based on service
tags, alarm state, etc.for channel
policy definitions

Webhook URL

* Intuitive Webhook integration via Ul o mhercton -
with the ability to select the payload -
attributes and test/validate the f +
Webhook connection before saving e
to ensure the integration was
successful

Start Time

C AL ¢ ¢ ¢ ¢ € ¢ ¢ L €& ¢ ¢ ¢ Kdd & ¢ K& ¢ &6 G ¢

P BROADCOM' aiops

() BROADCOM
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Deploy and Manage with Ease

@ BROADCOM'
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Improved Seamless Installation Lifecycle

« |OPS evaluation pre-requisite for the installer

« Minimized footprint and Export by product for ease of downloads
« Download tokens to control authorized downloads

* Improved Uninstall script

- Path to upgrade from 20.2

 Role-based administration for

*  Cluster administrator
* Define namespace
« Define persistent volumes (PVs)
« Define high-level directories
« Application administrator
* Install application using non-privileged ID

« Supported on OCP 4.7 and K8s 1.21

@ BROADCOM'
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One Stop Settings Page for Easy Tenant Onboarding

+ Default landing page for 1st time login of
Tenant Administrator

* Provides a virtual tour to familiarize the oy oty
Tenant Administrator with the Settings o

page

* Provides all the configurations required
for tenant administration in a single view
along with the high level summary of the
existing configurations

Settings

ch( (110)

© BROADCOM
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Out of the Box Roles to Control Access and Privileges

M Launch Pad Settings > User Management > User Detaik
« Out of the box roles across the platform User Details
to assign pre-defined privileges for : S
— Tenant Administrators: Everything
— Power Users: Everything except
tenant onboarding and user
management =
— Users: Primarily read only access
» Provides mapping with SAML groups o
Always show menu @ e BROADCOM' Dxsaas

© BROADCOM'
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4» BROADCOM

Solving the Complex.



